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Introduction 

All of the subjects detailed here are vast and have manua ls written solely for thei r installation 
and operation. This documen t solely follows the steps that our group took through the short 
institute boot camp and does not profess to be a manual of any kind . Most of the information was 
taken from the mind and sl ides of our instmctor Andree Jacobson. 

Code snippets and file snippets may exceed the length of the page and should therefore be 
interpreted to determine if it should be entered differentl y from copy and paste. 
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Physical Layout of the Cluster 
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General wiring layout of an individual cluster 

Figure 1. Cluster Layout and Connections 

The nodes of this cluster are connected in three separate methods. 

• Serial 
• Gigabi t Ethernet 
• SDR lnfiniband 

The serial connection allows the user to view the bios remotely through the terminal server. This 
makes last minute changes and troubleshooting easier because the administrator is not required 
to physically be present to configure and restart the machine. 

Most clusters have both Gigabit Ethernet as well as the Infin iband connection. It is difficu lt to 
boot from an Infmiband connection because the Infiniband card fi rmware does not have an 
integrated booting uti lity such as gPXE and DHCP does not support long hardware addresses by 
default. It is much easier to simply provide the various management functions through Ethernet. 
The OS image and associated too ls provided by pxeboot can be requested by a compute node 
through a variety of tools such as DHCP, NFS, web server, and tftp which easily integrate with 
Ethernet. 

Infiniband provides a high-speed low-latency connection between the compute nodes which is 
generally required for MPI jobs. 
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Cabling the Cluster 

Needless to say, cablin g standards are important. All labels on the cluster should be consistent. 
Furthermore, the designations provided on the inside/outside of the system should be consistent 
with the designations provided on the cabli ng. When sett ing up a cluster, one should check with 
their organization or faci lity to see if there are any pre-existing standards. 

• Each cable should have its source and destination clearly labeled on each end. 
• All cables should be labeled consistently 
• Labels should be updated if circumstances change 
• Cabling should be consistent wi th faci li ty standards 
• Cables should be neat, fastened securely, not be a fi re hazard, and not block airflow 
• Cables should be well organized in tightly secured bundles 

Figure 2. RoadRunner Node Cabling 
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Each end of the cable should be labeled with its intended port. It is also possible, but not required 
to label both ends with both designations having the designation closest to the end of the cord 
being that socket. 

An example label would look something like this: 

Serverl at 3Com 3970 =[] ------------------------------------------[]= Extreme 6816, blade 8, port 4 

Servl /3C-3970/PI Ext6816/BS/P4 

Servl /3C-39701P1 ; Ext68161B8/P4 Serv 1I3C-3970/P I ; Ext6816/B81P4 

The reason that cabling standards are stressed so thoroughly is that a cluster without consistent 
cabling standards will be difficult to scale and makes it nearly impossible to convey instructions 
to fellow faculty. 

Each machine, rack, and switch shou ld be labeled consistently with the cabling for easy 
identification. 

The roadrunner system at Los Alamos has 1728 main nodes each connected with Infiniband 4x 
cables. Each ofthese nodes is connected to every other node through a switch hierarchy. This 
adds lip to a lot of cabling nmning side-by-side and each is indistinguishable. 

Figure 3. Intel x3755 stripped of parts displaying airnow 
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Server Room Layout 

It goes well beyond the scope of thi s article to di scuss the various dynamics of server room 
layout, cooling considerations and power consumption. These are each complicated subjects that 
require thought and planning when building a server room. 

The layout of the server room lIsed for the basic cl uster is pretty standard practice. 

Server Rack Server Rack I 

Server Rack Server Rack 

I 
Figure 4. Server Room Layout Display 

Understanding the airflow is necessary for proper cooling. Each server basically has cool air 
intake in the front and hot air exhaust at the rear. A series of fans within the server drive the 
airflow. 

Hot Air Exhaust 

Cool Air Intake 

Figure 5. Server Airilow 

Server racks can hold 25-30 servers and each rack may consume lOkW. As clusters grow, 
hundreds of racks will consume Megawatts of power. Furthermore, you will have to power the 
thousands of tons of cooling capacity required to keep the room temperate. A rough calculation 
would be: 

4 x 11 servers = 44 x 350w = 15.4 kW 

This does not include the switches and people. 
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Operating Systems 

f 
fedora 

www.lIbu1ltu.com/ 

Fedora and the Infinity design logo are trademarks of Red Hal, Jnc 

ww.v. fedoraproject.org/ 
VVWW. celltos. org/ 

There are a wide variety o f free operating systems that are available in addition to those above 
such as OpenBSD or Gentoo. The decision of which to choose is primarily motivated by each of 
use, hardware compatibility, experience, and purpose. In this cluster, Centos was used due to its 
kernel and current compatibility with the hardware. 

In a basic cluster, the head node/mother superior will contain all of the necessary services for 
compute/backend nodes. In a larger installation, there wi ll be multi ple sister mothers as well as 
servic nodes, io-nodes, and front-end servers. These are not necessary in OUf small cluster. A 
single beefy head node can handle the load required. 

Essentially, everyth ing that the compute nodes need to function without communicating with the 
outside world wi ll be prepared and installed upon the head node. This includes yum repositories, 
resource manager, scheduler, fil e shares, remote boot tools, monitoring, and account 
management. 

Services installed: 

• ssh (remote access) 
• http (remote file servinglkickstart) 
• tftp (needed for pxe boot) 
• dhcp (ip assignment) 
• dns (domain name) 
• rsync (needed for yum repository updating) 
• nfs (file share) 
• ldap (account management) 
• operunpi (interprocess communication) 
• ganglia (cluster monitoring) 
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Diskless vs Diskfull 

Diskfull - Each node in the cluster contains at least one hard drive upon which the OS image is 
installed. For redundancy, RAID may be used. 

Benefits: 
• Can store many small fil es wi thout thrashing the network 
• Can accumulate large logs locally 
• Can boot without head 

Costs: 
• Hard drives fail often 
• More heat 
• More maintenance 

Diskless - There are no hard drives in the cluster. The entirety of the OS is stored within 
memory and is reinstalled each reboot. 

Benefits: 
• No hard drive to fa il 
• Less energy consumption 
• Faster deployment 
• Faster boot 
• No disk interaction 

Costs: 
• Must be r motely booted each restart 
• Requires small portion of RAl'vf for system image 
• Heavier network traffic at boot time 
• Heavier load on head node at boot time 
• Compute nodes unbootable without head 

Modern large clusters systems are going diskless. It is much simpler to use Storage Area 
Networks (SANs). 
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Comparison 

Disk-full (e.g. kickstart) 

• onstruct kickstart fi le 
• Boot node to install to HD 
• Changes require reinstall or cron job 
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Disk-less (e.g. Perceus) 

• Construct vnfs image 
• Boot node pushes image to RAM 
• Changes can be handled by quick 

reboot or hotsync • Requires new installation upon a 
slow HD • Updates to vnfs pushed to live nodes 

• Updates must be maintained in 
kickstart fi le as well as live node hd 

Modern Diskless 

• Requires 2 min r boot for 
reintegration 

Modem cluster computers use a variety of solutions to solve the problems of scaling. There is 
not a single head node and the head node' s services are further subdivided to a valiety of servers. 
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The Internal Network 

Internal networks usually have an address in the range of: 

10.0.0.0 
172. 16.0.0 
192.168.0.0 

10.255.255.255 
172.3 1.255 .255 
192.168.255.255 

The iptables ru le settings given to the cluster are show below. These rules allows the compute 
nodes to forward traffic through the head node, prevents all traffic to the head node except on 
ports 22 and 80, and masquerades outgoing compute node packets as coming from the head 
node. 

CP 

CP 

Head Node 
Firewall 
10.0.0.1 
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[root@head -]# cat /root/nat.sh 
echo "dumping old rules" 

iptables -F 
iptables -x 
ip abIes -t nat -F 
ip tab les -t nat -x 
iptables -t mangle -F 
ip t ables -t mangle -x 
iptables -P INPUT ACCEPT 
ip tables -P FORWARD ACCEPT 
iptables -P OUTPUT ACCEPT 

echo "Setting up new rules" 
#a l l ow basic services 

1ST I 

iptabl es -A INPUT -d 10.201.3.80 -p tcp --dport 22 -j ACCEPT 

## ALLOW remote access to cyclades 
ip abIes -t nat -A PREROUTING -p tcp -i ethl -d 10.201.3.80 --dport 8888 
-j DNAT --to 10.0.0.254:80 
ip a bIes -A FORWARD -p tcp -l ethl -d 10.0.0.254 --dport 80 -j ACCEPT 

# - ---- --- ------ ----- - -------------------------------------------
# Al low p reviously established connections 
# - Inte rface ethO is the internet interface 
#------- - -- - --._----------------------------- - -- -- ---- - -- - ---- ---
iptab l es -A INPUT -m state --state RELATED, ESTABLISHED -j ACC EPT 
ipt ables -A FORWARD -i ethl -ill state --state RELATED,ESTABLI SHED -j 
ACCEPT 
iptables -A OUTPUT -ill state --state NEW,RELATED,ESTABLISHED -j ACCEPT 

#-------- -- - ---------------------------------- - --- --------------
# Allow port 80 (www) and 22 (SSH) connections to the firewal l 
#- -------------------------------------- - -- ---------------------

ipta b l es -A INPUT -p tcp -i ethl --dport 22 --sport 1024:6553 5 \ 
- m state --state NEW -j ACCEPT 

i p tabl es -A INPUT -p tcp -i eth1 --dport 80 --sport 1024:65535 \ 
-ill sta te --state NEW -j ACCEPT 

ip t ab les --table nat --append POSTROUTING --out-interface eth1 -j 
MASQUERADE 
ip t a b les --append FORWARD --in-interface ethO -j ACCEPT 
# Enables packet forwarding by kernel 

#gl oba l rejec t 
i ptabl es -A INPUT -d 10.201.3.80 -j REJECT 

echo 1 > /proc/sys/net/ipv4/ip_forward 
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l oot@head -]# iptables -L 
bhain INPUT (policy ACCEPT) 
~arge t prot opt source 
~CCEPT tep anywhere 
CCCEPT all -- anywhere 
rELATED,ESTABLISHED 
~CCEPT tep anywhere 
spts:1024:65535 dpt:ssh state 

CCEPT tep anywhere 

I
SPtS:1024:65535 dpt:http state 
REJECT all -- anywhere 
jiemp p ort-unreachable 

Chain FORWARD (policy ACCEPT) 
target prot opt 
,<;'CCEPT tcp 
IACCEPT a ll --

source 
anywhere 
anywhere 

I
RELATED,ESTABLISHED 
ACCEPT all -- anywhere 

ICha in OUTPUT (policy ACCEPT) 

Itarget prot opt source 
ACC EPT all anywhere 
NEW,RELATED ,ESTABLISHED 

ISTJ 
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NEW 
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destination 
10.201.3.80 
anywhere 

anywhere 

anywhere 

10.201.3.80 

destination 
ts 
anywhere 

anywhere 

des ti nat ion 
anywhere 

tep dpt:ssh 
state 

tcp 

tcp 

reject-with 

tep dpt: h t t p 
sta t e 

sta te 
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Security and perfonnance are often counter intuitive. However, it is 
possible to take minimal security precautions to prevent malicious users 
fTOm taking down your cluster and removing data. 

Configuring the Public Firewall 

Configure iptables to block all incoming track on the public Ethernet interface 
(eth 1) excep t for port (22) . Th is port is reserved for ssh traffic and will allow users to access the 
cluster remotely. By default, CentOS will block everything out. To add port 22 to exceptions, 
modify / etc / sysconf ig / iptables after the line that reads COMl'lIT. 

-A RH- Firewall-1-INPUT -m state --state NEW -m tcp -p tcp 
--dport 22 -j ACCEPT 

Save the file and restart the iptables server. 

/ e t c /init.d/iptables restart 

Remote Traffic Control 

Modify the /ete/hosts.allow file to only allow local and trusted hosts on the outside ethernet 
device and allow all traffic on the internal ethernet device. 

#10.2 01 . 3 .* is the local net, 10.0.0.* is the internal net 
ALL : 10.201.3.* 10.0.0.* 
ALL: *.mydomain.com 
ALL: *.myvzw.com 

#Any named domains help too! 
#My remote internet system 

Modify the /etc/hosts.deny file to block all hosts on the publicly connected ethernet device and to 
allow all traffic on the internal ethernet device. 

ALL : ALL 
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SSH and Encrypted Key Pairs 

Local Machine 

Private Key 1 

Figure 6. Key Use 

___ ...... H_eiiiia .. d Node 

Public Key 1 Private Key 2 

Compute Node 
Public Key 2 

Compute Node 
Public Key 2 

Password authentication is not as strong and convenient as having key pairs . By generating an 
encrypted key pair (public/private) and using those exclusively fo r logging in to the headnode, 
one can increase the security of their system drastically. To do this, we'll generate the key pair, 
keeping the private key on the local machine, and placing the private and public key on the 
headnode to authenticate agai nst. Then we'll completely disable the use of passwords on the 
remote machines, removing the possibili ty of general password brute force attacks from the 
out ide world. 

Generate a key pair to the - / . ssh directory (id_rsa & id_rsa. pub): 

ssh-keygen -t rsa -b2048 

Copy the public key (- / . ssh/ id_rsa. pub) to the server and concatenate it to the 
- / . ssh/ authori zed_keys file on the server: 

#Copies files to server 
scp -rp -/.ssh/id_rsa.pub exampleuser@10.201.3.80:-/.ssh/ 
scp - rp -/.ssh/id_rsa exampleuser@10.201.3.80:-/.ssh/ 

# ... LOGIN TO SERVER ... # 
cat -/ .ssh/id __ r sa.pub » -/ .ssh/authorized_keys 

Create the file - / . s sh / con fig and enter: 

Host head 
Hostname 10.201.3.80 

User exampleuser 
Ident ityFile -/.ssh/id_rsa 

ForwardX11 yes 

#Ex ter nal IP of he adnode 
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Create the - / . ssh/ conf ig fi le on the head node and enter: 

Host head 
ldentityFile -/.ssh/nopass_rsa 
ForwardX11 no 

Host node * 
ldentityFile -/.ssh/nopass_rsa 
ForwardX11 no 

Ho s t de s kt op 
Hostname 10.201.3.45 
Us e r exampleuser 
ldent ityFile -/.ssh/id_desktop_rsa 
Fo rwardX11 no 

Change the settings in the / etc / ssh/ sshd_conf ig fil e to disallow password logins and 
only allow SSH2 connections. Note: Ensure that you stay logged in while you test it to ensure 
that it works before you lose the connection to the server! 

Protocol 2 
PermitRootLogin no 
PubkeyAuthentication yes 
PasswordAuthentication no 
X1 1 Fon~arding yes 

#SSH2 only 

#RSA only 
#Disallow passwords 
#Allow GUl apps to forward 

Using LDAP, we can propagate the keys to the compute nodes and increase security within. It is 
recommended to attach a password to your RSA key; any user using your identi ty on the head 
node has automatic access to all compute nodes. 

No Root Static SSH Domain Name 

If the cluster admin does not have root access on the local machine in which he is working, then 
it is impossible to change the hosts file and have manual domain entries for easy access to other 
servers. However, these entries can be made for the ssh cl ient by creating 
/home/ <user> / . ssh/ config and adding entries for the necessary hosts. 
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Using Putty 

Download the putty client and pu ttygen executables from the putty download page. Use the 
puttygen executable to generate your key pai r. Save the public and private keys locally. On the 
head node, open the file /home/ <user> / . ssh/ authorized_keys and paste the new key 
after the other keys. An example is given below with the public key prepended with ssh-rsa . 
Ensure that the entire key has no new line characters placed within it and only a space between 
the key type and the actual key text. 

ssh - dss 
AAAAB3 NzaClkc3MAAACBAIVVvLm~JUHGRFYPS071q+6whrrlH8ASXjLq+w3WE4JaMJZLHiTbP 

pz 3M6 +hN9jBC/XJ3cOdWf/hujX8sI8f6UYen4U39rjmt4dqzvn/wziGAOB+gv4kf 3Mrhmxnnl 
Wz E2u IDouXEvxPz3380UF7gPFqUdMs23470XObKLZ9dqySDAAAAFQCTLxNGooBZazpC TPY8tT 
y 5Ir6DOQAAAIAwhV5jg9LdLbU3PmEcQK0336aW3aviJ2koc+7ULPyMPtqCDpT78shf l hq bieA 
eK+V/usEVDdFpF6+SpOxwwfXKPIEZTt91V9F/f8TgsJ8Ibu/Yu4BYPqEyza3ZuYriGt8KKNCk 
sbl ·.13 IT irPNCNeTncqis PplIP3 rpzDd2 IzNL3 7QAAAIA3 j wPTc+A/ eXIAu42Ca9 SayvRJTvLay 
vKiehT4Vud8if19VfSpctr+XRm8qaE4HOyMnShsmYjSZxu7XGnfbM7tAirEDEdTECx+a SD 6XN 
z/mVgPr/Lr+RdOZtL6nuDMq05FZhkcoxpW4E7TFCCIGAbNkQe3bJkVPUyblYFXy BoMdw== 
exampleuser@head 

s s h - r sa 
AAAAB3NzaClyc2EHDDUFIWKDIXOCU%iuS8VO+HlJeXJovyvuUAODJW37UEHj7wjEarWp FybSG 
mtvK2VAbt2UAb4HGz/t4kliSW9YJlBAf5brRE4xEDTdLUNycOQCkZsOWM+NjOErCTPc ZngYmF 
hFhOTHaMG3/Myl17tOlc3T31M/ih7Mrzdomn/f2HAlFjyq4WmUfWeCO= 

To login, simply use the putty client on the local 
machine to enter the usemame and server address 
on the first line. Navigate to the Auth option using 
the left pane. Select the Private key file for 
authentication option. 

Browse to the private key you had previously saved 
and select it. 

You can save a pro file of the hostname and private 
key file settings by choosing Session on the left 
pane. Enter a name for the new profile and choose 
Save. 
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OS Images and Repositories 

It is best to have a local OS and repository for cluster computing. This will relieve excessive 
bandwidth from your gateway connection and speed up each installation. 

[roo t @heac' /var /W\vw/htm1/centos J # ls 
CentOS5ISO com~s.xm1 extras as rpmforge updates 

The folder CentOS5ISO/ contains the operating system retrieved from CD. The other fOllr 
folders contain various packages/rprns. The file comps . xml adds metadata to your repositories. 

OS Image 

Kernel 

The OS image used on the compute nodes can be retrieved from a variety of sources. All files 
required can be retrieved from a CD, local network repository, or internet repository. 

Regardless of the method in which an image was retrieved, the image must be available to 
PXEBoot lIsing NTP, web server, or other. For this example, an Apache web server was used to 
serve the OS image as welt as the packages availab le for installation. 
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Updating/Installing the Repositories 

First choose a mirror that's closest to you from this list (http://mirror-status.centosm:gD 

Make folders for each repository you wish to mirror (ex : /var /www/html / centos / os) 

To retrieve a complete list of available repositories: 

rsync -vr rsync://'mirror ip'/ 

In order to link and index the repositories on your computer run createrepo on the folder you 
have installed your repository. 

Setup a cron job to update them on a reasonably regular basis (typically this is done daily) . 
Below is an example of both a cron update and initial installation: 

+ 

#!/bin/bash 
rsync -vr rsync://10.201.3.82/centosS.3-os-x86_64/ 
/var/www /html/centos/os/ 
rsync -vr rsync://10.201.3.82/centosS.3-updates-x86_64/ 
/var/~~v/html/centos/updates/ 

rsync -vr rsync://10.201.3.82/centosS.J-extras-x86_64/ 
/var/www/html/centos/extras/ 

rsy nc -vr rsync://10.201.3.82/centosS.3-rpmforge-x86_64/ 
/var / www /html/centos/rpmforge/ 

createrepo /var/www/html/centos/os/ 
createrepo /var/www /html/centos/extras/ 
crea t erepo /var/www/html/centos/rpmforge/ 
cp -r r pm-gpg/ /conEigs/ 
create repo -g /var/ www/html/centos/os/repodata/comps.xml 

/var/ www /html/centos/os 

Note the ' createrepo _gO, this was needed to provide package group linking, it appears to 
only be needed for the OS repository. 

Yum reposi tories can be modi fied by navigating to / etc /yum. repos . d/ and adding or 
changing the fi les to include the desired repositories. The existing repositories can serve as 
excellent examples. 
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Anaconda's Kickstart Script 
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Figure 8. Anaconda Logo 

Anaconda is an automated installer. Using a kickstart script, the installation can be handled 
easily, quickly, and consistently. When the PXEBoot cl ient retrieves the kickstart script from the 
web server, the Anaconda installer will run it. A kickstart script can be configured manually or 
automatically through a GUT. Visil the website for addi tional details and available options. 

For the GUI, install the Kickstart GUI (system-config-kickstart) or copy the 
/ roo t / anaconda - ks . c fg kickstart file which is automatically generated from your head 
node's installation parameters. 

The GUI can be executed by the command system-config-kickstart. 

When designing the kickstart script for this basic cluster, it was noticed that the order of the 
script can have adverse affects when it comes time to instal l. It can cause installation errors that 
are often cryptic. 

Web Server Configuration 

Create a directory listing to include the yum reposi tory location. 

Create a kickstart script and store it in a directory accessible from the Apach server. 
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Services 

Most of the modifications to services listed below can be automatically executed by the kickstart 
script at installation. Furthermore, using Perceus makes most of these services useless on the 
head node. In fact, DHCP, DNS, and the tftp daemon must all be disabled for the proper 
execution of Perceus in this cluster. This is due to the fact that Perceus is an all in one tool which 
contains varieties of these services that work closely with its main serv ice of imag management. 

If you're designing your kickstart file to handle these services, then choose your configuration 
carefully. 

DHCP - Dynamic Host Configuration Protocol 

View configuring DHCPD in Network Booting the subnodes 
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DNS - Domain Name Service 

Point the headnode's DNS service at itself from the / etc / resol v. conf file. 

search exampleuser.net 
nameserver 10.0.0.1 
nameserver 205.105.7.62 

#What are we calling our internal n e t wo rk? 
#This server's IP internal network addre ss 
#External NS provided by provider 

Add /ctc/dhc\ient-enter-hooks which prevents the OS from reconfiguring resolv.conf on restart or 
each dhcp request: 

make_resolv_conf( ) { 
logger -t "dhclient-enter-hooks" "Doing nothing to /etc/reso l v.conf" 

The Named/Bind daemon processes can be confi gured using the GUI system-config-bind 
or it can be configured manually using the changes below. The particulars of what each of these 
fi les mean and the domain speci fic to one' s cluster need to be understood before modification. It 
is recommendable to use the GU l fi rst and make any necessary changes later. Also, the 
administrator should plan for expansion of the cluster. Organizations may wish to expand the 
capabilities of the cluster at a later time. 

Within the /var /named/ chroot/ etc /named. conf file add the following: 

zone "0.0.10.IN-ADDR.ARPA." IN { 
type master; 
f i 1 e "10.0. 0 . db" ; 

} ; 

zone "teamyellow.com." IN 
type master; 
f i le "danegardner.net.db"; 

}; 
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Create file Ivar/namedlchroot/var/namedl l O.O.O.db 

$TU, 1H 
@ SOA 

101 
102 
103 
10 4 
105 
106 
107 
108 
109 
1 
254 

PTR 
PTR 
PTR 
PTR 
PTR 
PTR 
PTR 
PTR 
PTR 
PTR 
PTR 

head. exampleuser. root. head. exampleuser. ( 4 
3H 
1H 
1W 
1H 

NS head.danegardner. 
node01.danegardner.net. 
node02.danegardner.net. 
node03.danegardner.net. 
node04 .danegardner .net. 
node05.danegardner.net. 
node06.danegardner.net. 
node07.danegardner.net. 
node08.danegardner.net. 
node09.danegardner.net. 
head.danegardner.net. 
ts.danegardne~ .net. 

Create file /var /named / chroot/var / named/ exampleuser . net 

$T'J'L 1H 
@ SOA head.exampleuser. root. ( 3 

3H 
1H 
Hr-J 
1H 

NS h e ad . exampleuser. 
nodeOl IN 1H A 10.0.0.101 
node 02 IN 1H A 10 .0 .0.102 
nod e 03 IN 1H A 10.0.0.103 
node 04 I N 1H A 10 .0.0 .104 
node 05 I N 1H A 10 . 0.0.105 
node06 I N I H A 10.0.0.106 
node07 IN 1H A 10. 0.0 .1 07 
node08 IN 1H A 10 .0.0 .10 8 
node09 IN 1H A 10.0 .0.109 
ts IN 1H A 10 . 0.0.254 
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NTP - Network Time Protocol 

NTP is a daemon service that synchronizes the system time wi th a time server. Fmthermore, 
other systems can synchronize themselves against this computer as well if properly configured. 
In a cluster computing environment, the compute nodes must have up-to-date time synchronized 
with the head of the cluster. 

The time on the compute nodes needs to be hard reset at the time of the original boot. The large 
time difference between the compute nodes and the head node will take forever for the NTP 
daemon service to correct. This is due to the fact that NTP makes small incremental changes to 
the time. 

It should be noted that some sc ientific clusters have modified or used alternatives to NTP due to 
reliance on a more exact time standard andlor due to some perfonnance degrading intemlpts 
generated by the NTP daemon. 

Head 

Add this line to /etc/ntp. conf in the head node to allow broadcasting of the ti me service. 

# -- CLI ENT NETWORK -------
restr i ct 10.0.0.0 mask 255.255.255.0 nomodify notrap 

Modify / etc / dhcpd. conf to include this line to have the DHCP daemon automaticly 
distribute the location of the NTP servers to DHCP clients. 

op t i on ntp-servers <ip or domain name of ntp server>; 

Compute Node 

Add this line to the compute node 's / etc /ntp. conf file to have them query the correct 
server. It may be necessary to remove the default Centos public NTP servers. 

s e r v er <ntp server domain> 
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NFS - Network Filesystem 

NFS is a trivial system of sharing files in a unix enviornement. For the most part all 
configuration for NFS servers can be done with a single file C/etc/exports '). Below you'll fi nd an 
example exports fil e. In this example we use ip addresses however it's also possible to use 
domain names assuming that reverse lookup is reliable on your system. You can use wildcards 
for subdomains (ex: *.teamyellow.com). 

In the basic cluster, the NFS service will be installed and n m solely from the head node. In a 
larger cluster, the load placed on a single server will be too great. Instead, dedicated NFS servers 
will be used for user' s files. Furthermore, the LANL RoadRunner uses a Penasus scratch space. 
This is less reliable then the NFS shares, but is faster. Both Penasus and N S will share 10 
bandwidth in a large cluster. For a diskless cluster, administrators will maximize the parts of the 
OS that can be shared over the network. Tools such as compilers and special interpreters can be 
provided at the last minute by the service node. This saves space in the OS RAlVf. 

It is r commendable to activate root-squash to prevent root users on remote machines from 
performing whatev r actions they wish. 

[roo t @head sre]$ eat jete/exports 
/home lO.O.O.O/24(rw) 
/s e rateh lO.O.O.O/24(rw) 
/eon fi gs lO.O.O.O/24(ro) 
/eon f igs *(ro) 
/var/lib/perceus/ lO.O.O.O/24(rw,no_root_squash,asyne) 
/usr/loeal lO.O.O.O/24(rw,no_root_squash,asyne) 

Notes: 

1. It's important that the portmap service is nmning in order for NFS to properly function. 
2. There are two ways to mount an NFS share 

1. mount server:/home Ihome 
2. In letc/fstab (to automount on boot): 1 O.O.O.1:Ihome Ihome nfs 

3. When you mount an NFS share by default it sits on top of any existing filesystem . 
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LDAP - Lightweight Directory Access Protocol 

LDAF will serve as the authentication mechanism in our cluster. It provides directory listing fo r 
the compute nodes. This will allow all compute nodes to share identical user names and ids . The 
shared user ids are necessary for NFS to operate properly. If additional security precautions can 
be activated on your compute nodes without substantial detriment to perfonnance, then it would 
be recommendable. 

Head 

1. The fo llowing packages need to be installed for NFS to function( yum install openldap 
openldap- lients openldap-deveJ nss_ldap openldap-servers). 

2. Create a home for the LDAP database 

mkdi r /var/lib/ldap/example.com 
chown ldap: ldap /var/lib/ldap/example.com 

3. Generat a root LDAP password. Typically this should be different then your normal system 
root password. This can be done by simply typing slappasswd and entering your new PW. You'll 
want to make sure you save this hash somewhere we'll need it for later use. 

4. Edit /etc/openldap/s\apd.conf (change in formation according to your configuration) 

s u ffix "dc=example,dc=com" 
roo t dn "cn=Manager,dc=example,dc=com" 
rootpw [SSHA}v4qLq/qyOlw9my60LLX9BvvOmioeRhOjQZ 
directory /var/lib/ldap/example.com 

5. Within this file (/usr/share/openldap/migrationfmigrate_common.ph) you'll fi nd several 
instances where LDAF developers have Padl as the domain. You'll want to replace all instanc s 
of Pad 1 with your domain name (ex : example). 

6. Copy the example LDAP database configuration fi le. 

cp /etc/openldap/DB_CONFIG.example /var/lib/ldap/example.com/DB_CONF I G 

7. Migrate the users currently present on your system. 
/usr/share/openldap/migrationlmigrate_all_offline.sh Note: For the migrate_offline script to 
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flLnction LOAP server has to be stopped. Otherwise you do have the option ofusing the 
migrate_all_online script). Both are functional. 

8. Make sure the permissions on the LDAP database are correct. 

chown -R Idap:ldap /var/lib/ldap/example.com 

9. You should now be able to start LOAP successfull y. It's also a good idea to enable it on boot 
(, chkconfig Idap on'). . 

Compute Node 

I. The fo llowing packages are required for the LOAP client to function. (yum install Openldap 
openldap-clients openldap-devel nss _ldap) 

2. Edit letclldap.confto reflect your system. Typically all that needs changing is the HOST and 
BASE sections. 

3. In order to enable authentication via Idap the letc/nsswitch file needs to be modified. This 
can be accompl ished with the command 'authconfig-tui'. If desi red you can also allow local 
authentication at this time. 

Note: At this po int LDAP authentication should flLnction and fo r cluster authentication should be 
sufficient however by default LDAP communication is not encrypted . If this is the desired option 
you should be sure you've taken precautions against attackers (firewalls etc). 
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Diskfull Remote Booting 

In order to boot from the network using PXE (pronounced 'pixie'), the subnode will ask for an IP 
address from the DHCP server, which will also provide the address to the TFTP server (via the 
'nex t-server' parameter) and the filename of the PXE executable. The subnode will then 
request the file via the TFTP protocol and execute it upon receipt. This executable (usually, 
pxelinux. 0) will then begin looki ng for a configuration file , which will tell it what to kernel 
to load . Once the kernel is loaded into memory it will be executed and the boot procedure will 
continue on much like a CD or hard drive boot would. 

Subnode I 
------ { 810S - Net 800t J Address; TF TP Looauon, ---... ~ I PX E F ,Ienam e 

l J
I p"ejinu"D 

TFTP Client I pxelinu,,", .d g 

~ I ,-",& .• "" .. 
[ lJ nux I e.mel J h.ido:!hrt Serip1 

.. 

I 

I 

Headnode 

DHCP selV~ 

TFTP SaNer 
I ______ J 

[ 
I<.: i ckstart 
Installer ] I yum repository fil"" ; etc. I 

File or Web 
Server 

How the subnode interacts with the headnode during the net boot 
process. 

Figure 9. PXEBoot Diagram 

ISTl 29 



ISTI 

Configuring DHCPD 

Enable the DHCP server by specifying in the / etc / sysconf ig / dhcpd fi le which ethernet 
device you'd like it to be active on: 

DHCPDARGS=ethO 

ModifY the / etc / dhcpd. conf appropriately. Notice the underlined text: 

ddn s -upda te- style interim; #Required by DHCPD 

subne t 10.0.0.0 netmask 255.255.255.0 { 
option domain-name "[mydomain. com] " ; 
option ntp-servers [ntpIP]; 
option domain-name-servers [dnsIP]; 
r a nge 10.0.0.200 10.0.0.254; 
authoratative; 

#Gr o up t h e nodes together for netbooting 
group { 

next-server 10.0.0.1; 
f ilename "pxel inux. O" ; 

#TFTP server 
#Points to the PXE boot f i l e 

#Each node in the cluster needs an entry like this 
host node## { 

hardware ethernet ##:##:##:##:##:##; 
fixed-address 10.0.0.1##; 

Restart the DHCP server and ensure that it is load ing at boot up. 

/sbin/service dhcpd restart 
/sbin/chkconfig dhcpd on 
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Configuring TFTP 

Install TFTP and SysLinux: 

yuill i n stal l tftp tftp-server syslinux 

Turn on TFTP by modifying the fi le / etc /xinetd. d/ tftpd. Change the followi ng lines to 
match: 

serve r _args 
d i s a ble 

-s -v /tftpboot 
no 

#Verbose logging 
#Enable! 

Copy the following files to the / t f tpboo t / directory. Make sure lhat the kernel & initrd. img 
are the ones from the install disc, not the operating system -- or modules/drivers f or the as are 
going to load and fail on different hardware. 

cp / u sr /lib/syslinux/pxelinux.O /tftpboot/ #PXE boot environment 
cp / u sr/lib/syslinux/menu.c32 /tftpboot/ #Advanced menus for PXE 
cp / mnt/ [bootcd]/isolinux/vmlinuz /tftpboot/ #Kernel image from boot di sc 

#Initial RamDisk from boot disc 
cp / mn t/[bootcd]/isolinux/initrd.img /tftpboot/ 

Create the following di rectory and files: 

mkdir /tftpboot/pxelinux.cfg/ 
touch /tftpboot/pxelinux.cEg/default 
touc h /tftpboot/pxelinux.cfg/install.menu 
touch /tftpboot/pxelinux. cfg/utility.menu 
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PXE linux will , by default, check for configuration files in the pxelinux,cfg directory (using 
TFTP) in the following order: 

## - ## -##-##-##-## 
OAOOOO## 
OAOOOO# 
OAOOOO 
OAOOO 
OAOO 
OAO 
OA 
o 
def a u l t 

#The hardware (MAC) address of the ethernet device 
#The IP address in hex format 

#The name of the default config file 

Create / t f tpboot /pxelinux, c fg / ins tall. c fg and edit to contain the direction to 
boot from the install kernel and pass the perameters to load the kickstart fi le and use the console: 

de f a ul t l i nux 
label l i n ux 

kerne l vmlinuz 
append initrd=initrd.img ramdisk_size=65536 

#Redirects output to serial console as opposed to a video devi c e 
append console=ttyO console=ttySO,115200n8 

#Point to the Kickstart script, accessible from the Apache s e r ver. 
a p p end ksdevice=ethO noipv6 ks=http://l0.0.0.l/kickstart/pn-ks.cfg 

Create / tf tpboo t /pxelinux. cfg / OAO 0 0 0 and edit to contain the directions to boot from 
the local hard dri ve. 

de f a ul t bootlocal 
label bootlocal 

loca l boot 0 
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Create a bash script to cycle through the possible lP addresses (in hex) to load the 
install. cfg contents: 

fo r I in 101 102 103 104 105 106 107 109 
do 

I PHEX='gethostip -x 10.0.0.$I' 
ep Itftpboot/pxelinux.cfg/install.cfg Itftpboot/pxelinux. c f g/$ IPHEX 

done 

After the new operating system is installed, we need to have it remove the configuration fro m the 
PXElinux's view, or it wi ll try to reinstall after a reboot. When the file is set to empty the 
OAOOOO file will eventually be checked, and it will tell the PXE to boot the local hard drive. To 
do this add to the Anaconda Kickstart 'Post Install Script' the following lines. Note: Y Oli may 
have to install the TFTP client into the Anaconda ramdisk to get this to work. Another method 
would be to have a PHP script do the modification to the P.XE configuration fi le on the headnode 
after POSTing to Apache f rom the subnode. 

#Get the IP of this computer 
IPADDR='ifconfig ethO Igrep --only-matching 10.0.0.1[0-9]*' 

#Translate the IP into hex 
I PH EX='gethostip -x $IPADDR' 
toueh emptyFi le 

#Copy over the eonfig file for this machine 
tftp [ t f t pServer] -c put emptyFile pxelinux.cfg/$IPHEX 
rm --force emptyFile 

Restart the XINET server and ensure that it is loading at boot up. 

Isb i n /service xinetd restart 
I s b i n /ehkconfig xinetd on 

After checking the bios to ensuring that your subnode will boot from it's connected network card, 
you should then be able to boot from the network. If it fai ls, try checking your Head node's 
/var / log /messages file to ensure that the pxelinux. 0, the associated configuration, and 
the kernel and ramdisk files are being received by the remote device. Things that can go wrong 
include comlpted pxelinux. 0, vmlinuz or ini trd. img files or permissions on the files 
that restrict the TFTP server from accessing them. If they are being downloaded ensure that the 
appended kernel commands aren't wonkey and that the kickstart file can be accessed from the 
Apache server. 
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Note: One can test the TFTP server by running thefollowing command. Be careful not to run 
this in the tftpboot directory, or the file itself will be corrupted as tftp tries to both read and write 
the file at the same time! 

t f tp [ t ft p Server] -c get pxelinux.O 
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Perceus Headless Installation 

So, now that we know how to install everything manually, let us kill everything, and reinstall 
using Perceus. Install and configure NFS and LDAP again using the above methods. Ensure 
that xinetd (tftp), named (dns) and dhcpd are no longer running on your headnode -- Perceus uses 
it's own daemons to cover these services. 

~---------------------------TODO, image management and more description and weblink 

Compiling and Installing Perceus 1.5.2 
Follow the directions in the Perceus manual -- there's no need to unpack the Perceus download, 
j ust foHow the directions. In CentOS I had to use yum to install rpm and rpm-devel and 
download the four dependency fi les from 
http://www .pcrccus.orgldownload./perceus/v l .x/dependencies/. 

wget ht tp: //www.perceus.org/portal/files/perceus-l.5.2.tar.gz 

Install the required dependencies. 

yum -y groupinstall "Development Tools" 
yum -y i n stall nasm 
yum -y install bash-completion 
yum -y install perl-IO-Interface.x86_64 
yum -y install perl-Net-ARP.x86_6 
yum -y install perl-Unix-Syslog.x86_64 
yum -y install autoconf 
yum -y install rpm-build 
yum -y install elfutils-libelf-devel.x86 

Create rpm from tarbalJ. 

e xport TAR_OPTIONS=--wildcards 
rpmbuild -ta perceus-l.5.2.tar.gz 

Install the new Perceus RPM. 

64 

rpm -Uvh /usr/src/redhat/RPMS/*/perceus-$PERCEUS_VERSION-*.rpm 
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Import DHCP settings to dns-masq 

/us r/ share /perceus/import-scripts/import-isc-dhcpd.pl /etc/dhcpd. con f 

Create a vnfs image by modi fying one of the genchroot. sh scripts in 
/usr / s hare /perceus /vnf s- scripts to fit your purposes. Initial testing of creating a 
Fedora image using these scripts was not successful. 

Import the vnfs image as a Perceus capsule. 

pe r ceus vnfs import /root/<new_os_image.vnfs> 

Kill previous services. 

service dhcpd stop 
service named stop 
s ervic e xinetd stop 
chkconfig dhcpd off 
chkconfig named off 
chkconfig xinetd off 

Start Perceus services. 

service perceus start 

Set node groups to compute in order to assign a vnfs image. 

p e r ceus n ode set group compute node[Ol-99] 

Set the vnfs image of the group compute. 

perc eus group set vnfs centos-S.l-l compute 
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Mount the vnfs image in order to make the necessary changes. 

p e r c eus vnfs mount centos-S.l-l 

Chroot into the directory in order to run yum. Do not start the services in the chrooted vnfs 
image or there may be confl icts. 

chroot /mnt/centos-S.l-l 

Unmount the vnfs image in order to save the image to capsule. 

perceus vnfs umount centos-S.l-l 

Restart all nodes to allow the changes made to the vnfs image to take effect. 
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Networking Perceus 

The 'ipaddr' module script that comes with Perceus has an issue with creating static IP addresses 
for the ethemet device that was booted from. Our original project used static IPs to identify each 
node, but Perceus automates this process. We run into problems when we try to use a seperate 
subnet for the fnfiniBand cards -- the DNS server isn't automatically set up to recognize them. 
Using the ipaddr module in Perceus to get them running with the right ip address isn't trivial. 

The original ipaddr module scri pt doesn't hand le the hardware types appropriately, and 
modification is necessary for the fnfiniBand cards. Modi fy the 
/var / lib/perceus/modules/ ipaddr /nodescripts/ SO-ipaddr. pl file as 
below: 

Orig i n a l: 
if ( $dev -~ /"([a-z]+\d)_(\d+)$/ ) ( 

$dev = "$1:$2"; 
$ t ype 

else { 
$type 

Mo d i fied: 

I'alias"; 

"ethernet"; 

if ( $dev - /"([a-z]+\d)_(\d+)$/ ) { 
$dev = "$1 : $2"; 
$ t ype = "alias"; 

e l s e { 
if ( $dev =- /" (ib) / ) ( 

$type "infiniband" ; 
el::;e ( 

$type "ethernet" ; 
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Now configure the module to assign the IP addresses on each node by modifying the 
/ etc/perceus /modules / ipaddr fi le: 

* ethO: [ d e fau l tJ/[defaultJ ethl: [defaultJ/[deEaultJ/[defaultJ 
nodeOl ethO: [defaultJ/[deEaultJ/[defaultJ 
ibO :l0.0.1.101/[defaultJ/[defaultJ 
node 02 ethO: [default]/[defaultJ/[defaultJ 
ibO :l0.0.l.l02/[defaultj/[defaultJ 
node03 ethO : [defaultj/[defaultJ/[defaultJ 
ibO:l0.0.l. l 03/[defaultJ/[defaultJ 
node04 ethO: [defaultJ/[defaultJ/[defaultJ 
ibO:l0.0.l.l04/[defaultJ/[defaultJ 
node05 ethO: [defaultJ/[defaultJ/[defaultJ 
ibO : l 0.0.1.105/[defaultJ/[defaultJ 
node06 ethO: [defaultJ/[defaultJ/[defaultJ 
ibO : l 0.0.1.106/[defaultJ/[defaultJ 
node07 ethO: [defaultJ/[defaultJ/[defaultJ 
ibO:l0.0.l.l07/[defaultJ/[defaultJ 
node08 e thO: [defaultJ/[defaultJ/[defaultJ 
ibO:l0.0. l.1 08/[defaultJ/[defaultJ 
node09 ethO: [defaultJ/[defaultJ/[defaultJ 
ibO :l0.0. l .109/[defaultj/[defaultJ 

In order to get DNSmasq to register the new IPs add them to the / etc/hosts file: 

# Do not remove the following line, or various programs 
# that require network functionality will fail. 
127.0.0.1 localhost.localdomain localhost 
: :1 localhost6.localdomain6localhost6 
10.0.1.101 ibnodeOl.teamyellow.com 
10.0.1.102 ibnode02.teamyellow.com 
10.0.1.103 ibnode03.teamyellow.com 
10.0.1.104 ibnode04.teamyellow.com 
10.0.1.105 ibnode05.teamyellow.com 
10.0.1.106 ibnode06.teamyellow.com 
10.0.1.107 ibnode07.teamyellow.com 
10.0.1.108 ibnode08.teamyellow.com 
10.0.1.109 ibnode09.teamyellow.com 
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Monitoring the Cluster 

Ganglia, Nagios, and Zenoss are j ust a fi w of the many options available for c1usLer monitoring. 
Ganglia is lhe monitoring program of choice fo r the small cluster. However, it does not scale 
well. Nagios would not be an ideal option either. 

Ganglia 

Ganglia is an open source cluster monitoring so ftw are suite. It is composed of three main 
components : 

GOleta - Retrieves node infonnation from the Gmond daemons and compiles the node statistics 
for viewing 

Gmond - Retrieves and stores statistics about the local machine as well as any nearby nodes that 
it has received multicast packets from 

Web Frontend - PHP code used by Apache to display the statistics stored by Gmetad 

Head Node 

• Download Ganglia source in a tarball 
• Compile Confuse as posi tion independent code with .lcontigure --with-pic 
• Compile Ganglia (may have errors because of lIsing 32bit libs compared to 64bit) 

/root/ganglia/configure 
/root/ganglia/make 
/root/ganglia/make install 

Add Ganglia frontend php files to Apache di rectory fo r viewing 

mkdir /var/ www /html/ganglia 
cp -fR /root/ganglia/web/* /var/www/html/ganglia 

Start the gmone! daemon from the ganglia fo lder 
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cp ./gmond/gmond.init /etc/rc.d/init.d/gmond 
c hkc onf ig --add gmond 
chk c onf i g --list gmond 
/etc / rc . d /init.d/gmond start 

Start the gmetad daemon from the ganglia folder 

mkdi r - p /var/lib/ganglia/rrds 
chown - R nobody /var/lib/ganglia/rrds 
cp ./ gmetad/gmetad.init /etc/rc.d/init.d/gmetad 
chkc onf i g --add gmetad 
chkconfi g --list gmetad 
/etc/rc.d/init.d/gmetad start 

Compute Node 

The gmond daemon is required on all compute nodes to broadcast their state to all other nodes 
using multicast. A static route is required on each system to te ll them which interface to 
broadcast the signal upon. 

Install the gmond daemon on all compute nodes using the rpmforge repository stored on the head 
node. 

Add to kickstart or chroot into perceus vnfs and install 

yum install ganglia-gmond 

Start the gmond daemon and add to chkconfig for automatic startup. 
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In/iniBand Hardware (wiring) 

:nd ley I 
co nections af!? 
equal to (# I sts) 

• (# ~nds) 
Figure 10. Large Scale Infiniband Switching Fabric 

InfiniBand Software 

1ST! 

Software consists of the drivers for the hardware 
and the protocols. In fact , Infiniband QDR has 
finnware on the cables. It can be important if the 
administrator must flash the bios on the cables, 
especially if there are hundreds of them. 

Install the software, and ensure that the ill daemon 
. . 
IS runnmg: 

lOp leo;81 
connectlcllS Jre 

equal to srgma(n-1 ) 

Figure 11. Infioibaod 4x Cable 

yum install openib libibverbs libmthca ibutils 
Isbin/service openibd restart 
Isbin/chkconfig openibd on 

On the subnet manager (headnode) install OpenSM and start it: 

y um install opensffi 
I sbin/service opensmd restart 
I s bin/chkconfig opensmd on 
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Install the MPI protocol: 

yum instal l mpich2 

Config Files : 

openib -- /etc/ofed/openib conf 

opensm -- /etc/ofed/opensm. conf 

Infioiband hardware -- / conf igs / etc / sysconr ig /network- scripts / ifcfg­
ibO 

Create the file /configs/etc/syscon fi ginetwork-scripts/i fc fg-ibO and fi ll with: 

# Infiniband Device ibO 
DEVIC E=i bO 
TYPE= I n f iniband 
BOOTPROTO=static 
BROADCAST=l O.O.1.255 
NETMASK=255 . 2S5. 2 5S . 0 
NETWORK=lO.O.O.O 
ONBOOT==yes 
US ERCTL=no 
IPV6 INI T= no 
PEERDNS=yes 
# I PADDR= l O.O.l.O #Leave for the Kickstart post-install s c ript t o 
append 

Test the MPI interface once you've wired the system up: 
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OpenMPI 

Install OpenMPI, MY APICH2, and MY APICH from repository 

Add OpenMP[ to executable path by modifying Ihome/<user>l.bashrc 

PATH=$PATH: /sbin/:/usr/lib64 /openmpi / l.2 . 7-
g cc/man / : / usr/lib64/openmpi / l.2.7-gcc / bin / :-:- / scripts/:-/ .. :/ u s r / sbin / 

mpicc - Compile with the appropriate flags for mpi jobs 

mpirun - Run the compiled program across the cluster (n - number of processes, -machinefi le -
list of machines capable of handling the job) 

Install mpitests* from the repository in order to have a variety ofOSU created benchmarks for 
the infiniband interface 

Create the file ethmachines with contents: 

10.0.0.101 
10.0.0.102 
10.0.0.103 
10.0.0.104 
10.0.0.105 

And the file ibmachines with contents: 

10.0.1.101 
10.0.1.102 
to.O. l . 103 
10.0.1.104 
10.0.1.105 

To compile: mpicc hello. c -0 hello 
To run: mpirun hello -pn 5 -machinefile machines 
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Unlock the 32k memory limits by adding the following lines to 
/etc/security/limits.conf: 

* soft memlock unlimited 
* hard memlock unlimited 

The asterisks are requ ired. 

Basic MPI Programs 

Hello World 

Create the file hello. c with the contents: 

#inc l u de <stdio.h> 
#inc lud e <mpi.h> 

in t main(int argc, char *argv[]) ( 
i n t numprocs, rank, namelen; 
c har processor_name [MPI_MAX_PROCESSOR_NAME] ; 

MP I_In i t (&argc, &argv); 
MPI_Comm_ size(MPI_COMM_WORLD, &numprocs); 
MP I _ Cornm_ size (MPI_COMM_~'IORLD, &rank); 
MP I _ Get-processor_name(processor_name, &namelen); 

printf("\n\nDane\'s Hello World.\nProcess %d on %s out of %d\n\n", 
r ank , processor_name, numprocs); 

MPI_Finalize() ; 
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Benchmarking 

There are a number of valuable testing sui tes available to the llser. 

• OSU MPl tests - http://mvapich.cse.ohio-state.edulbenchmarks/ or these tests can be 
retrieved from the yum repository mpitests * as mentioned earlier. 

• Unix TestBench can be llsed for system profi ling. 

• Iperf TCP/JP network benchmarks - hltp:/Isollrceforge.netipro jccts/ipcrf 

• Stream Bend unark provides memory bandwidth benchmarks -
http://www .cs. virginia.edulstream! 

It is important to benchmark each piece of the system to ensure that each piece of the cluster is 
performing as predicted. If one part of the system is dysfunctiona1, it will cause a bottleneck for 
the entire cluster. 
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Torque/Maui Job Scheduler 

~------------ -- - - - - --------TODO, More description and options 

Download and install Torque resource manager. 

wget http://~N.clusterresources.com/downloads/torque/torque-

2.4.0bl.tar.gz 
tar xz f torque-2.4.0bl.tar.gz 
cd t orque -2.4.0bl/ 
./con figure 
make 
make install 

Ensure that the hostname for the server is properly configured by modifying the / etc/hosts 
file to include an entry for the head node attached to its ip other than the local 127.0.0.1 
hostname. 

Configure the resource manager 

./ t o r que/torque.setup root 

Install the correct packages on the perceus vnfs image. 

make packages 
perceus vnfs mount centos2-S.3-1 
cp ./torque-package* /mnt/centos2-S.3-1/scratch/ 
chroot /mnt/centos2-S.3-1/ 
./torque-package-clients-linux-x86_64.sh --install 
./torque-package-devel-linux-x86_64.sh --install 
./torque-package-doc-linux-x86_64.sh --install 
./torque-package-mom-linux-x86_64.sh --install 
./torque - package-server-linux-x86_64.sh --install 
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Create Ivarlspoo)/torque/mom---'priv/config and add the line: 

$usecp head.teamyellow.com:/home /home 

Add the pbs_mom service to startup by modifying letc/rc.dlrc.local to include the line. 

/usr /loca l /sbin/pbs_mom 

Restart the pbs_server daemon on the head node and check its status. 

qt e rm 
pbs _ s erver 
qs tat -q 

Verify the status of all nodes. 

pbsnodes -a 

Add the commands to the execution path of the head. 

e xpo r t PATH=$PATH:/usr/local/maui/bin 
e xport PATH=$PATH:/usr/local/maui/sbin 

Create the fi le pbs_mom. An example is given in the scripts section at the end of this document. 
Add the pbs_mom service to the compute nodes. 

cp /scratch/pbs_mom /etc/init.d/ 
chkconf i g --add pbs_mom 

Save th Perceus capsule and restart all Nodes. 
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Download the Maui tarball fro m hltp://www.c1usterresources.com/product/maui/. 
Unpack and install. 

tar x z f ma u i-3.2.6p21.tar.gz 
cd ma u i-3.2.6p21/ 
./configure 
make 
make i nstall 

The Maui scheduler will replace the pbs_server provided by Torque so the pbs_server daemon 
must be exited. Start the Maui daemon and add it to services and startup and its ready to go. 
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Glossary 

Compute Nodes - sub nodes of a cluster, being controlled by a head node. Usually a very 
lightweight OS install, allowing it to do a specialized job or task. Sometimes the OS is only 
loaded into memory from a network booting environment (PXE) eliminating the hard drive as a 
point of fa ilure and speed bottl enecks. 

Head Node - the controlling node of a cluster of nodes. Usuall y has everything installed needed 
to upkeep and run the compute nodes. 

Infmiband - specialty networking hardware used to create a very high speed switched network 
'fabric '. CUlTent speeds are exc eding 40Gb/s -- as compared to I Gb/s ethernet! 

Infiniband Subnet - a set of ports and associated links with a common Subnet ID and managed 
by a common S ubnet Manager. 

Infiniband Subnet Manager - the enti ty that discovers all of the devices in a subnet at startup 
time, configures them, and then perforn1s a periodic sweep to detect any changes to the subnet's 
topology. 

Preboot Execution Environment (PXE) - Pronounced as 'pixie'. An environment to remotely 
boot computers using a network interface, without the use of physical data storage devices (CDs 
or hard drives) or an already installed operating system. 

Remote Direct Memory Access (RDMA) - Allows data to be written into the memory of a 
remote computer without using the operati ng system. Very fast with low overhead, but can 
cause collisions. 
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Scripts 

Installln/iniband Drivers 
f~! /bin / bash 
#install I B . sh 

IST! 

~AI, K§XBYEJ 
# -== Ins ta l l s in fi n i band drivers and ge t s it a l l wor ki ng # 

if [ ' \~ho aJn::, ' 

c ho ' 
x i t 1 

£i 

'= "root' ]; then #Ensure u s e r is root 
! !! Use sudo !!! I 

#~le ' ce u sing t he - sm fl a g to denote Subnet Mana ger nodes 
[$1 II smU 

] && SUBNET~l 

if [ $1 = " --help ' ] ; the n 
echo I n s t a ll s the rn hni6a nd clri Ve LS and 1-lPI CH2' 
e c ho 
ex i t 1 

fi 

I t you wan t to ins t al l as a Subnet Ma nager add t he ' sm ' f l ag' 

j'l.lJl1 .y i n s tall op e ni b libibverbs 1 i bmt hca ibutil s ITIvap i ch2 openmp i 
i f [ $ STATUS - ne 0 1; t he n IIMa ke s u r e it '.'Io r ke d 

e c ho ' DOH !'! Gene r a l insta l l no \vo r k i e.' 
r etu rn $S'IA US 

Ei 

[ - , $SUBNET J && yum -y l nstall opensm 
i f [ $STATUS ne 0 I ; hen 

echo ' DOH"! Subne t Hana ger insta l l no wor kie .' 
r e tll n $ STA'l'US 

h 

/ s b i n /serv ice open i bd r e s t a rt 
/s bi n/chkc onfig open~bd on 

[ - z $SUBNE'f 
[ -z $SUBNE'f 
boo t ed 

&& /sbi n / s e rvice open smd re s t art 
&& / s b~n /c hkcon i g ope nibd on 

# - - == Setup the device ==-- # 

#In s t a ll the Subn t r.la nage r 
#Make s ure it "Io r ked 

#Re s t art the 1 6 s erv ice 
DEn sur e that I B i s up when boo ted 

#Res tart the Sub net Ma n ag e r 
#Ensu r e the Sube t Ma nager i s up when 

#G.ab the IP add r e s s from e t h O so we can reuse it for the 1 8 
I PADDR= '/sbi n / if c onfig e t hO [ grep -Eo lO .O.O. 1{ O-9)(2} Igr e p -Eo l[ O- 9] (2}' 

#Creat e a l e t c/sysc o n Ei g / n e t\'iOrk-sc rip t s / i Ec Eg - ibO fil e to se t up the device 
I FCFG='// e t c / sysco n Ei g/network-sc r i p t s/ iE c Eg ibO' 

if [ ! - f $IFCFG J; then 

f i 

e cho 'n I n fi n iba nd De v i ce ibO" » SI r-CFG 
e c ho "DEVI CE=ibO" » SI FCFG 
e cho "TYPE=Infini b a nd" » $ I FCFG 
ec ho ' SOOTPROTO=&tatic' » $ IFCFG 
echo "BROADCAST=1 0 . 0 . 1 . 25 5 " » $ IFCFG 
e c ho ' I PADDR=1 0 .0. 1 ,$ I PADDR ' » $ I FCFG 
e c ho "NETMA SK=25 5. 255 . 255. 0 " » $ TFCFG 
ech o ' N~rWOKK=1 0 .0. 0 . 0 ' » $ IFCFG 
ech o 'ONBOOT=ye s" » $ IFCFG 
e c ho "USERCTL=no" » $ I FCFG 
echo 'I Pv 6I NIT=no" » $IFCFG 
echo ' PEERDNS=yes" » $ I FCFG 

' Restart the In fi n i Ba nd device (s) 
/ s b i n / iE d own ibO 
/ s bin / i f p ibO 

e x ,} t 0 

In r e a l i t y. I cop i e d a c onE ig f i l e without t hi s 
line . a nd merely app e nded t his t o it . 
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Node Status 
~ ! Ibi n/bash 
~nodes atus 
e c ho " --==== =-- " 
Eo r N in 'se q 1 9 ' 
do 

ISTI 

AME= ' ns l ookup n odeO$N I grep Name Ig rep -Eo [a-zA-ZO-9- J +\. [a-zA-Z O- 9 -J+ \. [a- z A- ZO- 9-)\ 2 , 6\)' 
ADDRESS= ' n s l ookup nodeO$N Igrep -E "Addr e ss \: 10. 0 .0 . [0 - J+ " Ig r e p -EO "1 0 . 0 . . [0 9 )+ "' 

if [ -z " $NAME " ]; then 
e cho -e "\ e [31ntrh ere is no DNS record Ear nodeO$ N\e [ OOm" 

e l s e 
e c h o " $NAME ($ADDRESS) " 

ETHERNET= '/usr/sbin / Ep i n g nodeO$N igrep " node Igre p - E1 "alive" Iwc -1' 
I NFI NI BAND= ' / usr /sbin / fp ing i bnode O$N Igrep "ib node Ig r e p -E1 "aliv e" Iwc -1 ' 

fi 

if [ $ETHERNET == " 1' 1; the n 
e c ho ·-e "\ e f 32mEthernet is aliv e\ e [O Om " 

else 
c h o -e "\e ( 3 ... mEth e rnet is dead\e[O Om" 

Ei 

if [ $INF INI BAND == "1" 1; t hen 
ech o - e "\e [J 2ml n fi n iband is a li ve\e [ OOm " 

el se 
e c h o - e '\e [ 31ml n fi n iband is dead\ e [O Om" 

Ei 

ech o -e " \ e [OOm " 
done 
echo 
e xi t 0 

Run Command on All Nodes 
# ! / bi n /b s h 
#runal lnodes 
fo r N in s e q 1 9'; do 

e cho - e " \e [34;lm--== NodeO$ N 
s sh n ode O$ $* 

' \ e [ OOm" 

don e 
ex it 0 

#ssh 10 . 0 . 0 . 10$N $* 
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PBS_MOM Initialization Script 
#! /bin/s 
jj.pb s _ffiom 

1ST! 

Ii SId : pbs _rr.om . i n it 18 0 20 03-03-07 20 :38:36Z romano $ 

ff chkconfig : - 70 40 
Ii descrip ion: pbs _mom sta rtup s cr i pt 

PBS_MOM= / us r / loca l /sbin /pbs_mom 

. l etc /rc. d/init .d / func t i ons 

RETVAL=O 

c ase ' Sl " in 
start } 

echo - n "S tart i ng PBS_ MOM : 
[ - f $PBS_ MOH 1 I I exi t 1 

daemon $PBS_M0l1 
RE'l'VAL= $? 
echo 
[ $RETVAL -eq 0 J && touch Ivar/lock/subsys / pbs_mom 

stop) 
e c ho -n "Shu tr. i ng dmoJTl PBS_HOB: 
ki llpr oc pbs _rr.om 
RETVAL=$ ? 
echo 
[ $RETVAL - eq 0 ] && rm -f Ivar!lock / subsys / pbs_mom 

res tar tl rel oad} 
$0 stop 
$0 s t art 
RETVA L= $? 

s tatus ) 

* ) 

s t a t s pbs_mom 
RETVA L= $? 
; i 

ec ho "Usage : SO (startl stop lres cartl sta l us)" 
exit 1 

esac 

ex i t $RETVAL 
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Kickstart 
# To make i ns tall ation interac t ive, remove comment on next li ne 

# Syst m au t hori z a t i on i n f orma tion 
au hc on f i g --c;nabl esha d ow --ena b lemd5 

# Sy s tem bo o tloade r conf iguration 
boo tl oader locati o n =mbr --driveorder ~sda --append=" consol e = tt yO console=ttySO, 11 5 200n 8" 

# Clear t he Mas ter Boot Record 
zerombr yes 

ii Clear all p a rtition i n f o rmation a nd f o nna t nevJ par ti t~ on s 

II No te: The a n aconda a utogenerated VolGr oups etc, doe s n ' t a ll ow yurn to run in 
II c hroo t in t h e post p o r tion of the script, t her f ore, just KISS 
c lear p a rt --a ll --ini tlabc l 
part / -- Estypc ext3 - - si ze 16384 - -label=ROOT 

# Run ins talla t i on in te x t mode (most nodes don't have video c a r d s anYVi8y) 
t e xt 

# Se e a ll ins all output 
cmdli ne 

# Set up a somewhat res t rictive hrewa ll (or d isable) 
firewall --di s abl e d 

# I nstall keyboard 
keyb oa rd us 

# Sys tem language 
l a ng e n_.uS 
l a ngsupport en_US 

II I ns t a ll a tion l o gging level 
l og g i ng info 

# Us e network i ns t a ll a t i on from head node web s e r ver 
url - u rl h t tp ://10.0.0.1/centos/os 

# Se tup n e t ',lork in t e r f a ces so tha t we can get to reposi tori es 
ne twork --device e t hO --boo t p roto dhcp --onboot=on 

# Roo t pas 51-lO r d 

roo tpw i s cryp t e d $1 $ . 2187FQU$ackhP. 4 5B\~k\"J3 . yEehExP. 

II No one will poke around anyway 
s e lin ux --disab l ed 

# Syst e m t i me zone 
time zone - - ut e Ameri c a/ Denver 

It Per o rm installa t i on ( r a t her than update) 
instal l 

# Don' t r e boot a u t oma t i call y a Eter ins ta l la tion - requ i e user input 
ij Unc omrr.e nt next line i f you 1,-,ant the automatic r e b oot 
reb oo t 

# x Window Sys tem con fi g u r ation in f o rma t ion (not appl i c abl e t o c ompu t e node ) 
• xc o n fi g --driver "nv" - - dep th 24 -- r e solut i on 1280xl 024 -- 5 a rt xonboot 
ski,JX 

'##*# # II##~*'M # ' #'#'############## # # #' # ####### # ### # # ## ' # ##I# #"########~## ~ ' #MI## 

#1# Pre ins t al l s e ct i on o f i n s t al l sc r ip t ~#I 

#II########### #II ############## ~ ### # 1 1# ##I~H # # # #I# # ########### it ########~####~#### 

%p re 
! / bin / bash 

%end 
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#~i#~*~~i#~f##### # # # ~#3## # # ## # ## ## # # i ## #i # ## ~# ## ## ### # ### # ### # # # # # ### # ####### ## 
# ~# Pa ckage i nsta l l s e c tion o f ins t a l l scrip t # ## 
#~~#"######## # ######### # # *# ## # ## # # # # # ## ## ### #### #### # HH #### ### # ## # # ## #### ~ ## 

» Pa c ka ges t o i n s t al l s ection 
%pac kage s igno r e mi ssing 
@base 
@co r e 
@tex t-in t e rne t 
@a dmin - t oo l s 
@sys t em t o o ls 
@c l u s terin g 
@c lus ter -storage 

# # ############## ~## ###### # ## # ## ## ### # ### # ### # ####### # ### # ### # #~~ ~ ~~~ ~ ~n#~ ~ n~ ~ #~ 

~ ~ ~ Po s t i ns t a ll s e c t i o n o f i n s t a ll sc rip t #~# 

~~~~ ~ ~I ~ #~~ ~~ .n#~~## # ####.ij~I I ##~ ~ H~# ## # ## #~I # #I# # I## # ### I I#' I I#I # ##I###ij##~## H I 

# Po s t s e i p t s ec ti on 
%p ost 

# Cr e a te t e mp fol der s 
echo "Maki ng Directories' » Iroot/ks.log 
mkdir I s c r a t c il 
mkd~r I c on Eigs 

11 ~loun t t he phy s i c a l har drive so that insta l l a tion aff e cts p r op er kernel 
e cho ' Mount ing F i l e Sys t e ms' »/roo t / k s. l og 
servi c e po r tma p s t atus » portmap .statusbeEore 
servi ce p o r tma p res t r t 
servi ce -s t a t u s - a ll » a lL status 
mo unt -t nE s l O. O. O. l :/ conEigs Icon fi g s»/root/ks.log>&/root/ks. er 
d f » I r oo I dE .ou t p ut 
e cho "moving Eol d e rs " »/root/ks.log 

# Move LDAP con f i gu r a tion to it 's new home 
c p f I configs / l dap.con E letc/ l dap .con f>&/root/ks.er 
c a t Iconf i gs /fstab » letclEs t ab 
c p f Icon f i g s /sudoers letc/sudoers 
cp - f Icon fig s/n s s wi t c h.conf letc/nsswitch.conE 

# Copy cen t o s rep o s itory inEormat ion 
cp - E Icon Eig s /C ntOS-Base. repo le t c/yum.repos.d/CentOS-Base.repo 

# Setup NTP se r v i ce 
cp E Icon fi gs/n t p . con E letc/ n t p .con E 
echo ' deal i ng with php ke ys' »/roo t / ks.log 

# Add s t a t i c r o u t e t o mu lt icast channe l 
cp -f Ico n Eig s / r ou t e - e h O letc/syscon fig/ne t work- scripts/rout e - ethO 

# Setup I?GP key s 
n n rf letc / pk i /rpm-gpgl 
c p r E Icon fi g s / rpm gpg l le t c/ pk i l 
rpm - - 1..ffip o r t l etc/pki/rpm -gpg/R PI1- GPG-KEY-* 
mkdir I r o o t /. s s h 
cp - r E Icon Lig s/root/.ssh Irootl 

# Yum the nec ess a r y pac kages 
yum ins tall -y tE t p 
YlIDl i n s tall -y ntp 
yum i nstal l - y htop 
n t pda t e 1 0 .0.0.1 

# Start and Re start a l l necessary services 
echo "Dea l ing with Services' »/root/ks.log 
c hkcon f ig n t p d on 
5e v ice n t pd restar t 
ch kc onfig portmap on 
s e rvi ce po r Lma p r es tart 
servi ce nEs restart 
chkc on fi g n Es on 
s e rv i c e sshd r e s t ar t 
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c hkconfig sshd on 
c ho " ins t a lling t ft p " 

c h kcon fi g yum-u pd a tesd o ff 
c hkconr ig b lue t ooth o f f 

# Yum the necos sa~1 packa g e s 

ISTI 

rpm -Uvh http: // do\~1 0ad. Eedora.redhat.com/pub/epel/5/i386/epe l e lease - 5-3.noarch. rpm 
yum i ns t a ll y gang l ia - gmond 
c hkc on fi g gmond o n 
cp -E Icon figs / gmond . conE letc/gmond.conE 

# Upd a te OS 
yurn u pdat e _.y 
upda t <2 db 
# Fini s h p and r p o rt to i n s tall .log 
ec h o "All done" » Iroo t /ks. l og 
mount - a 
e c h o "moun ted " » I r o o t /ks.log 
d f » Iroot/ks. l o g 

~ij#~#ij##ijij#3#~ KILL THE PX ELI NUX.CFG # ###~###ij# 

~ Kill t h e PXElinux. c f g fil e f o r t h i s I P a ddress - - it 's a l e ady been insta lled I I ! 

I PADDR= ' i con fi g e thO Igrep -0 1 0. 0 .0.1[0 -9 1*' 
I PHEX= ' ge t h os tip -x $ IPADDR' 
t o uc h _mpty File 
tftp 10 . 0 .0 . 1 -c p u t emptyFi l e pxe linux.cfg/$ IPHEX 
rnl - f empty Fi l e 
~ # ## ## ######## END KI LL THE PXELl NUX.CFG # ### ff ## ff# # 

#stuEf fr om andr e ee t ha t mi ght be needed 

# Set up s e ri a l p ort commun i cation for compute nodes 
lI e cho "Se tting up s erial por t con figu ra ti ons f or node" » $LOGFIL E 
#echo ' 50: 2345 :respaT.~ : I sbi n/age t t y ttySO 115 200 v t1 00' » letc/ini tta b 
ite c ho -n "Added to le t c / inittab: " » $ LOGFI LE 
#ta il -1 le t C/ i n itta b » $ LOGF IL E 2>&1 
ec ho "Remo v ing X from ini t t aD " » $LOGFILE 2>&1 
p e r l p i .bak -e 'S/AX:/\lx:/g' letc/in it t a b » $LOGFILE 2 >&1 

e cho "Making s ure g r u b '."or ks" » $LOGFILE 
per l pi .bak -e 's /-- s pee d =11 5200/--speed=11 5 200 --word=8 --pa rity=no - - stop=l /' 
Iboo t / g rub / gru b.c on E 
per l pi .bak - e 's/ s e ri a l console/seri a l /' Iboot/grub/grub.conf 
perl -pi . bak - 8 's/spl a sh i rnage/\#splas h i ma ge/' Iboo t /grub / g r ub. c on f 
p e rl -pi. ba:·( - e '51 rhg b quiet! console=ttyO conso l e = cy SO, 1l5 20 0n8 /' Ibootl g ub / grub .cont 

~u#n#-jj INFINIB.lWD #fI.##ttfI.### # # 

gets it a ll wo r king # Ins talls i n Ein i band driv e r s and 
yurn - y install openib l ibi bverbs 
Isbi n / serv~ce open i bd r e s t art 
Isbin /c h kcon fi g op en i b on 

libmthca i b ut il s mvap ich2 ope nmp i 
#Rest a r t t he IB service 

#En sure tha t IB is up when booted 

~ Cr ea t e t he l e t c/syscon fig/ne work-sc r i p ts/ i Ec f g-ibO fil e to 
I PADDR= '/sbi n / ifc on fi g eth O I g r e p Eo l D.O. 0 . l [0 -9I{2} Igrep 
IFCFG=" e t c / s y s c on fig /ne t work-scripts/ i f cEg i bO" 
c p Ic onfigs / $ IFCFG I$ IFCFG 
if [ t $ IFCFG I ; then 

e c h o " I PADDR=10.0.1. $ IPADDR" » $ I FCFG 
Ei 

n Rest:ar t t he I nfi n i Ba nd device 
I s b i n / ifd ovm i b O 
Isbin / ifup i b O 
#UUU~~# END INFINI BAND IIUU # # # #iI 

# ##~#I#I~' ROOT'S PASSWORDLESS SSH # ## #n ~ . ### 

# ';)e d on ' t ",!a nt I r oo t l on t he Network Fi l e System 
~ so \~e have t o copy the a u t hori zed keys over ma nua l l y 
cp I c on fi gs/ r oo t! . s s bl a uthori zed_ keys Iroot!. sshl 
clunod 600 Iroot/. ssh / au t l:orized_keys 
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ISTr 

~ Tired o f messing with the - / .ssh/kno~hosts fi le ? 
~ \-)e ' r e copy ing t he hos t keys ov r during ins t a l L 
~ so they always have t he same one 
cp /con fi g s/etc /ssh/ssh_host_ * / etc/ssh / 
Clu110d 600 / etc /ssh/ s s h_hos t_ke y 
c hmod 0 /etc /ss h / s s h_hos t_ds a_key 
chmod 600 / etc /s sh/ssh_ho s t_rsa_ key 
~~~~###### EWJ ROOT'S PASSWORDLESS SSH #~#####~#H 

%end 
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